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Texniuni Bumoru

Interpauis 3 E-JlaTta ta [lepxaBaum KaznaueidcTBom

Meta po3podoxu

BinnmosigHo no Hakazsy MEPTY Bin 04.02.2019 Ne 149/44 “TIpo 3artBepmxenns [lopsiaky
iHpopManiiHOi B3a€EMOIIT MiXK €JIEKTPOHHOIO CHCTEMOIO 3aKYIiBelb, €AMHUM BeO-TIOPTAJIOM

BUKOPUCTaHHA MyOJIYHUX KOIUTIB Ta iH(opMariiiHoo cuctemoro [lepxkaBHOI Ka3HaueHCbKOT

cyx0m Ykpainu” BigOyBaeTbcs iHTerpaiis mMixk cucremamu “IIposoppo”, AC Kasna, Ta
EJIATA.

OCHOBHOIO 3aJa4Cro pO3pO6KI/I € CTBOPCHHA MeXaHi3My, 10 JO3BOJIMTH:
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IlepenaBatn 1o cucremn AC Ka3Ha ropuauyHO 3HAYYIIl KOHTPAKTU 13 CHCTEMH
“ITpo3opo”

Otpumysati i3 cuctemu AC Kazna mani moo ¢inancoBux 3000B’s13aHb Ta CIUIAT IO
KOHTpPaKTaM

OtpumyBatu Big AC Ka3na indopmariito moao mpkepen GpiHaHCyBaHHS 3aKyIiBeNlb 3a
HassBHOCTI OropkeTHHUX niporpam 1a KEKB-iB

PoboTH, 10 MaTh 0yTH BUKOHAaHI

[Toromxenus ta ctBopeHHs: TexHiuHOro 3aBaaHHs
[Toromxenns Ta ctBopeHHs OYHKIIIOHATBHOI crienupikarii
[ToromxenHs Ta ctBOpeHHs TexHIUHOT ApXITEKTypHU
Po3poOka [liarpamu npenenaenTis ta onucy npeneaentis (BPMN niarpamu, DFD)
3wminu B onuc API

Omnosneni Tutorials

CtBOpeHUit KOJ MPOAYKTY JUIsSl BC1X KOMIOHEHTIB CUCTEMH
CtBopeni nmaketu posropranus (buildout, Ansible)
OHOBJIEHHS JOKYMEHTAIIis MiATPUMKH

CrBopenHs TectiB piBHS API Ta piBHS MaiiiaHYMKIB

PyuHi Tectu

IOHIT TecTn

Astorectu (mokpuTTsa 90%)

Pe3yabTaTu, 110 MarTh O0yTH HaJaHi J1JIs KOKHOIO 3 cepBiciB

Pimennst 060B's13k0B0 oBUHHE OyayBaTHCs 3a ctanaapTom OCDS.

Pesynbrar po3poOKku po3ropHyTO Ha MPE-TPOIYKTUBHOMY CEPEIOBHUIITI

Kox po3poOku Ta makeT CKpUNTIB JUIsl pO3rOpPTaHHS 30epira€Tbcs B PErno3uTopii y
BiamoBiaHiH rimi (Production)

OHoOBIIEHO clieHapil BUKOPUCTaHHS JJIs ICHYIOUNX a00 HOBUX CEPBICIB

OmnosieHo tectosi cieHapii st koxHoro piBHs UAT Ha Confluence (TestCase)
OnoBiteHO cTpYKTYpY AaHux API



TexHoJsiorii Ta NporpamMHi NPOAYKTH, 0 BUKOPHUCTOBYKOTHCS B
iHopmaniitHo-TeqekomyHikaniiinii cucremi «PROZORRO»:
Hepemsmiiini CKBJ[ (CouchDB, MongoDB) ta pemsauiiini (MySQL, MariaDB,
InfluxDB) a6o ananoru)

OO0'exTHe cxoBuile ¢ainis, mo mnpairroe 3 apaiiBepamu SWIFT a6o S3. O6c¢sr Big 20
TepabanT

3acobu MoHiTOpHHTY: Zabbix, NetData, Grafana

Onmneparriiini cucremu cimeiictBa nuctpuOyTuBiB Red Hat Linux, a came CentOS a6o
Fedora

PHP: Laravel Framework a6o anasor., JavaScript, html, css

Elastic Search

Python moBa nmporpamyBanus: ppeiimBopk Pyramid abo ananor

banancyBansnuku: HaProxy, Nginx

3acobu aBTOMaTH30BaHOro TecTyBaHHs: Robot Framework, Selenium \ Selenium
bindings (Python) (front-end testing), Jenkins CI, Load Performance Testing
Cucremu aBtopizamii Ta DNS:FreelPA, ELK stack, Bastion

Cucremu Bipryamizanii: VMware, KVM, Hyper V

Continuous Integration 3aco6u: Ansible/Buildout Tools

®opmart o6miny: JSON

Bukopucranns T3I ta K31 3aco0iB Big YKpaiHCBKHX pO3pOOHHUKIB

Services: Github\Gitlab, JIRA task management system, Slack

Po3po6ka 13 y BinmosinHocTi 10 cranaaptiB 6e3nexu (OWASP)

[TinTpuMka cucteM yrpaBiiHHs Oe3nekoro Ha 6a3i crangapty ISO 27001.

[Ipu poGoTi 3 cucremoro HeoOXinHUM € BukopuctanHss BPMN niarpam s onucy
MIPOLIECIB Ta pO3pO0Ka Ta BIPOBAIKEHHS MOJIITUK 1 TPOLEAYD.



a. CueHapii BUKOPUCTAHHA

Mogaynb nnaHyBaHHs

Mopgynb TeHaepiHry B yeit Mowel
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KOHTPAKT : Y

peecTpauii [orosopy posipBaHuii

I3 IIpo3opo no AC Ka3zna:

1. B momeHT mianucaHHs KOHTpakTy B cuctemi IIpozoppo wmae QopmyBatucs
€JICKTPOHHHUM JTOKYMEHT 3 HeoOX1JHUM HabopoM mouiB Ta 3 Hakmananasm ELIT s

nepenaui iioro B AC Ka3zHa TakuMm 4YuMHOM, aOW IOPUIMYHO 3HAYYL(l KOHTPAKTH

¢dopmyBanucs B cucreMi “TIpo3opo”
2. APIIIpo3oppo norpeGyBaTuMe po3IMIHUPEHHS HEOOX1AHUMU MOJISIMHU

w

HeoOxiagno 3a6e3neuntu npouenypy peectpaiii BianosigHoro rokymenty B AC Kazna

4. HeboxinHo 3a6e3neuntd BignoBiaHicTh BuMmoram KC3I mpu obmini manumu i3 AC

Kasna ta peanizyBatu ynpaBiiHHs yepraMu 3BE€pHEHb

I3 AC Ka3zua no IIpo3oppo:

5. Heo6ximno peanizyBatu orpumanns i3 cuctemu AC Kazna go ITC I[Ipo3ppo naHi moao

(iHaHCOBHMX 3000B’s3aHb Ta BUIUIAT IO KOHTPAKTaM
a. APIIIpo3zoppo norpeGyBaTumMe po3MIUPEHHS HEOOX1AHUMU TOJISAMHU

b. Jaui mono ¢inaHcOBUX 3000B’Si3aHHb Ta BHUIUIAT MArOTh HACIITyBaTHUCS

KOHTPAKTOM 13 MOAYIIYIO TEHAEPY
C. (QaxTuYHI JaH1 MAIOTh BIJCIITKOBYBATHCS Pa30M i3 TUIAHOBUMU

6. Otpumysaru Big AC Kaszna iHpopmarito mo/o muxepen GiHaHCyBaHHS 3aKyIiBENb 3a

HasiBHOCTI OroxeTHUX nporpam 1a KEKB-iB



7. Texniuna apxitekrypa Cucremu

ITC «PROZORRO» B3aemojie 3 eneKTpOHHUMHU MaiiiaHunkamu 3a gornomororo API, sxuit
peanizoBano y LIB/I. bizHec-norika pearizoBana 3 BAKOPUCTAHHSM CY9acHHUX TeXHOJOTiH. s
30epeXeHHs 3alKCiB MPO TOPTH, MPOIO3MIIT TOIO BUKOPHCTOBYETHCS HEpelsiiiiHa 0a3za
nanux. Jlokymentu-BkimaneHns (Ginapui ¢aiimu, .PDF, .XLS Tomo) 30epiratoTbcsi Ha
(haiisIoBOMY CXOBHIIII.

CucreMa mpallroe 3a 1aTor0 Ta 4acoOM YacOBOIO MOSCY, B SIKOMY po3TaimoBane M. Kuis
(3a xuiBchkUM YacoMm). 3actocoBanuii Gopmar no3HaueHHs nati B I[TC «PROZORRO» —
JIeHb. MicCsAllb. piK, ¢dopMaT Yacy — TOAWHH: XBWIMHA 1 TOJIWHU: XBHJIUHU:
CEKYHJIU.MUTICEKYH/IU (JIe TOMUHHUK BKa3ye B 24-ToguHHOMY (hopmari).

OcnogHi nporecu CucreMu

OcnoBHi mnpouecu Cucremu 3abe3neuyroTh €(PEKTUBHE Ta MPO30pe 3iHCHEHHS
MyOIIYHUX 3aKyMiBeb BIAMOBIIHO 10 3aKOHY 3 YpaxyBaHHSIM OCOOIMBOCTEH s 31HCHEHHS
MEPEroBOPHOI MPOLEAYPH ISl TOTPEO 0OOPOHHU.

[Mponec 1. «[lman 3akymiBenby». [Ipomec 3a0e3nedye CTBOPEHHSI Ta ONPHIIIOAHEHHS
TUTaHIB 3aKyTiBellb, TOJATKIB A0 PIYHOTO IUIAHY Ta 3MiH /10 HUX.

[Mpomec 2. «Jlomoporosi 3akymiBii». IIpomec, y pamkax sSKOro aBTOMAaTH30BaHO
3aKyIiBIIi, 10 nepeadayeHi adb3amamu 4 ta 5 yactuau 1 crarri 2 3akony.

[Tpouec 3. «Binkputi topru (UA)». Ilpomec, y pamkax sSKOro aBTOMAaTH30BaHO
3aKyIiBii, 110 nepeadayeni adb3amamu 2 ta 3 yactuau 1 crarti 2 3aKoHy.

[Tpouec 4. «Binkputi Topru (EU)». Ilpomec, y pamkax SKOro aBTOMAaTH30BaHO
3aKyIiBJl, 10 nepeadaydeHi abzanamu 2 ta 3 yactunu 1 crarti 2 3akoHy, Ta iH(popmalis, ska
BIJIMOBIAHO 10 YacTUHU 4 cTatTi 10 3aKoHY ONPUIIIOIHIOETHCS aHTIIIHCHKOI0 MOBOIO (O1IbIIe
133 000 eBpo ans ToBapis 1 mocayr 1 5 150 000 eBpo A pooiIT).

[Tpomec 5. «IleperoBopHa nporueaypa 11t motped oboporm». [Iporiec, y pamkax sikoro
aBTOMAaTH30BaHO IEPErOBOPHY MpOLEeaypy Ais MmoTped 0OOpOHM, BIAMOBIIHO A0 BHUMOT
3aKoHy.

[Tpoiec 6. «lleperoBopHa mpoueaypa 3akymiBii Ta IEPEroBOpHa IpoLeaypa
ckopoueHay. [Iporiec, y paMkax sIkoro aBTOMaTH30BaHO MPOIIEIYPY 3aKYIiBIIl Ta IEPErOBOPHY
MPOLEIypY CKOPOUEHY, 1110 PETYIIOETHCS 3aKOHOM.

[Tpouec 7. «KoukypentHuii mianory». Ilporec, y pamkax sKOro aBTOMAaTH30BaHO
KOHKYPEHTHHUH JTiaJIoT, 110 PETYIIOEThCS 3aKOHOM.

[Tpomec 8. «3BiT mpo ykiameHi moroBopu». [Iporec, y paMkax SIKOro peanizoBaHa
MOXJIMBICTH po3MinieHHs B CUCTeMi 3BITY MPO YKJIJEHI JOTOBOPHU BIAMOBIIHO 10 cTaTTi 10
3akoHy, y pa3l 3AilCHEHHsS 3aKymiBeslb TOBapiB, poOIT 1 mociayr 0e3 BUKOPUCTAHHS
€JIEKTPOHHOI CUCTEMH 3aKyIiBelb 32 YMOBH, 1110 BapTICTh MpeaMeTa 3aKyIiBJli JOPiBHIOE a00
nepesuinye 50 000 rpuBeHb Ta € MEHIIOK 3a BapTicTh, 110 BCTaHOBJIEHA B ab3amax 2 1 3
gacTUHM 1 cTaTTi 2 3aKoHYy.

IIpouec 9. «Ockapxkenus». Ilpomec, y pamkax £[KOro aBTOMaTH30BaHO
Ha/IaHHS/po3rIsi BuMorn mpo yCyHEHHs MOpYIIEHHS IIOAO JOMOPOTOBHX 3aKYIIBEIh Ta
Ckapru noHaAnoporoBUX 3aKyIiBeib.



[Tpomec 10. «Pobora 3 moroBopamuy». IIporec, y paMkax sIKOTO aBTOMAaTH30BaHO
rporec podOTH 3 JOrOBOPAMHU.
Cucrema aBTOMAaTU3Y€E MPOIECH, IO PETIIAMEHTYIOTHCS 3aKOHO/IaBCTBOM Y KpaiHH,

30Kkpema mipsraioTs ceprudikarnii KC3L

TexHiuHe 3aBa1aHHA Ha iHpopManiiiHO-TesekoMyHikaniiiHy cucreMmy «PROZORRO»

JJIS 03HATOMJIEHHS] YYACHUKIB -
https://docs.google.com/document/d/1cJWZjxY 8Rsnblubo5¢c70Xal103hWI_bApN09-

ZbHOcU/edit.

B. O6’emu cxoBuIia ¢aiiaiB Ta TEXHOJIOTII BAKOPUCTaHI B iH(OpMaIliiiHo-
TenekomyHikauiHii cuctemi «PROZORRO»

06’em cxosuma ¢ainis ITC «PROZORRO» ~ 50 Th.

8. Bumoru mono BosioiHHs (axiBUsIMU, 110 MAIOTh OyTH 3aJy4YeHUMH
10 BUKOHAHHS A0T0BOPY NEBHUMHM TEXHOJIOTiSIMHA

TexHoJorii/cneniajJbHiCTL

Python
PO3po0HUK

DB
agMiHicTpaTop

PHP, JS
PO3po0HUK

DevOps

Team
Lead

QA inxenep

poboTa 3 HepeAIHHUMH
CKB/] (CouchDB,
MongoDB) Ta pensuitHumu
(MySQL, MariaDB,
InfluxDB) a6o ananoru)

OO0'ekTHE CXOBHIIIE, IO
Mpaukoe 3 JpaniBepamMu
SWIFT a6o S3. O6csr Big 20
TepabaiT

3aco0u MOHITOPHHTY:
Zabbix, NetData, Grafana

Pobora 3 onepaniitnumu
CHCTEeMaMH CiMercTBa
nuctpuOytuBiB Red Hat
Linux, a came CentOS abo
Fedora

PHP: Laravel Framework
abo anajor., JavaScript,
html, css

Elastic Search




Python moBa
nporpaMyBaHHs: ppeiMBOpPK
Pyramid a6o anamnor

banancysansHuku: HaProxy,
Nginx

3aco0u aBTOMaTU30BaHOI'O
TectyBaHHs: Robot
Framework, Selenium \
Selenium bindings (Python)
(front-end testing), Jenkins
Cl, Load Performance
Testing

Cucremu aBTopizarlii Ta
DNS:FreelPA, ELK stack,
Bastion, OpenVPN

Cucremu BipTyamizarii:
VMware, KVM, Hyper V

Continuous Integration
3acobu: Ansible/Buildout
Tools




